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Detect Cryptocurrency
Mining Malware
What is Cryptocurrency
Mining Malware?

According to webopedia.com, “Cryptomining malware, or
cryptocurrency mining malware or simply cryptojacking, is
a relatively new term that refers to software programs and
malware components developed to take over a computer's
resources and use them for cryptocurrency mining without
a user's explicit permission. Cyber criminals have
increasingly turned to cryptomining malware as a way to
harness the processing power of large numbers of
computers, smartphones and other electronic devices to
help them generate revenue from cryptocurrency mining. A
single cryptocurrency mining botnet can net cyber
criminals more than $30,000 per month, according to a
recent report from cybersecurity company Kaspersky
Labs”.
“And unauthorized mining activity from cryptomining
malware has become so prevalent that ad blocking firm
AdGuard estimates more than 500 million users are
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mining cryptocurrencies on their devices without realizing
it. These users either get infected by a cryptomining
malware program or visit websites that stealthily run
cryptomining software in the background without the user's
consent”.
According to McAfee, the Santa Clara, California-based
cybersecurity company, coin mining malware increased
4,000%. In the fourth quarter of 2017 there was 500,000
new coin miner malware and by the end of the third
quarter of this year, it jumped to 4 million. “Mining
cryptocurrency via malware is one of the big stories of
2018,” McAfee said in its McAfee Labs Threats Report.

Cryptocurrency Mining
Cryptocurrency is a form of digital money designed to be
secure and anonymous in most cases. It uses
cryptography to convert legible information into an almost
uncrackable code, to help track purchase and transfers.

How does cryptocurrency
mining work?

Cryptocurrency runs on a blockchain. Every single
transaction made and the ownership of every single
cryptocurrency in circulation is recorded in the blockchain.
The blockchain is run by miners, who use powerful
computers that tally the transactions. Their function is to
update each time a transaction is made and also ensure
the authenticity of information, thereby ascertaining that
each transaction is secure and is processed properly and
safely.
Cryptocurrency mining includes two functions, namely:
adding transactions to the blockchain (securing and
verifying) and also releasing new currency. Individual
blocks added by miners should contain a proof-of-work, or
PoW.
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Mining needs a computer and a special program, which
helps miners compete with their peers in solving
complicated mathematical problems. This would need
huge computer resources. In regular intervals, miners
would attempt to solve a block having the transaction data
using cryptographic hash functions.

Detect Cryptocurrency Mining
Malware

How to detect mining
malware?

TXHunter detects Cryptocurrency Mining Malware based
on its behavior, detecting its cryptography algorithm, hash
creation and transferring, memory and CPU usage, as well
as network activities and traffic contents.
For example, TXHunter detects Watchbog mining malware
by detecting its cryptonight algorithm. According to
NJCCIC, Watchbog is a malware trojan variant used to
infect Linux servers, resulting in a cryptomining botnet.
When it runs, it pretended to be a service program,
watchdog, noticing “bog” not “dog”, trying to fool user.
When there is no watchbog running, it will download
watchbog to start mining process. The following reports
show TXHunter’s detection.

TriagingX

December 22, 2019

TriagingX

December 22, 2019

Another example, TXHunter detects Sysupdate mining
malware by detecting its cryptonight algorithm. It uses
update.sh to start fake system services, SysUpdate and
networkservice. It constantly sends large amount of
SYN_SENT to scan networks. The following reports show
TXHunter’s detection. This cryptocurrency mining malware
has a guard process along with the mining malware main
process, called sysguard.
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About TXHunter
Smart tool made threat
hunting easier

TXHunter automates threat investigation playbook more
than just IOC querying. It performs a thorough security
health checking, from vulnerability to misconfiguration,
from application layer to deep system OS kernel. Its deep
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ML analytic engine takes threat hunting to the next level.
Whenever you get alert from FW/IPS or SIEM or EDR, it’s
perfect time for you to do a complete system health
checking. You can also set TXHunter to perform periodic
security posture checking proactively.
TXHunter is
•
efficient. It’s automated and fast, allowing a single
engineer to process many more alerts/events on a
daily basis, driving down costs.
•
effective. You are ensured that the playbook is
created and executed consistently, improving the
effectiveness of the process and team.

About TriagingX
TriagingX is headquartered in Silicon Valley. Our team

We provide a complete

successfully created the first generation malware sandbox

endpoint health checking

that is being used by many Fortune 500 companies for
daily malware analysis. We have extended behavior
analysis capability from sandbox for a single file object to
the entire endpoint system's behavior analysis, including
desktop and server computers, physical or in the cloud.
Besides its proactive threat hunting capability, TXHunter
also accepts log files from different sources, automatically
investigates thousands of those alerted endpoint systems,
delivers fast, consistent, efficient and effective threat
hunting results. Its deep forensic behavioral based analytic
algorithm can detect advanced attacks without relying on
signature, static patterns, or documented IOCs. It detects
malicious network connections, APTs, rootkits, zombies,
hidden downloads, file-less attacks, code injections,
TriagingX

December 22, 2019

ransomware, reverse shell attacks, and cryptocurrency
mining malware. It also detects misconfiguration and
security posture changes. Security posture changes all the
time, due to malware infection, misconfiguration or simply
software updates. TXHunter keeps you aware of your
security posture all time any time, and provides you
immediate counter measurement for advanced attacks to
avoid possible catastrophic security breaches.
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